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Abstract: The occurrence of software security issues can cause serious consequences in most cases. Early detection of security issues is
one of the key measures to prevent security incidents. Security bug report prediction (SBR) can help developers identify hidden security
issues in the bug tracking system and fix them as early as possible. However, since the number of security bug reports in real software
projects is small, and the features are complex (i.e., there are many types of security vulnerabilities with different types of features), this
makes the manual extraction of security features relatively difficult and lead to low accuarcy of security bug report prediction with
traditional machine learning classification algorithms. To solve this problem, we propose a deep learning-based security bug report
prediction method. The text mining models TextCNN and TextRNN via deep learning are used to construct security bug report prediction
models. For extracting textual features of security bug reports, the skip-grams method is used to construct a word embedding matrix. The
constructed model has been empirically evaluated on five classical security bug report datasets with different scales. The results show that
the deep learning model is superior to the traditional machine learning classification algorithm in 80% of the experimental cases, and the
performance of our constructed models can improve 0.258 on average and 0.535 at most in terms of Fl-score performance measure.
Furthermore, we apply different re-sampling strategies to deal with class imbalance problem in gathered SBR prediction datasets, and the

experiment results are discussed.

Key words: security issue, security bug report prediction; deep learning; text mining

ITEEAESR,  TER 4 AR I PROd 3 R AEHES) & AT B R R R R, T &R 4 2 e S AR R R AR
[1]. [ BrAU IR & A 4430 CVE (Common Vulnerabilities and Exposures) [2,3]18# B, ITHER ARG %4
TR R SOk BT 2016 AL % AR Y 6447 4>, 2017 SE R I 2 4R 14714 4, 2018 R BLH)
TR NS E] 16555 Ao A2 AW Oy 2228, SRR —F 288, XA NATE T e S
SRS ERUHHEFA, NMEREEME. Bl REMESLE R 8. stfaikS iRk eFk. 2
17~ DA S e dr i R HR S0 00 45 i 1], R R R A 5 PRI 32 AR . B R TR R R G DL K 22 AT
TRRMATAS, FAREREIR S AT 0 BB A A [4]. BT HRE—EHIANT, TGRS > R
RABNABFBRANFEWNZ200RHR. DHPIEH4,5.8], LAY, 2 2amEikEaam T
FF RN R B AR N A 2 4 SR = 46 R 3R R S B FR e R 22 A A R B 4 7, AT 0 B A e s 5 2
i, HEREFERAEFERERE R SRR, BTN SR LA S STV AT 2 e s A R
& H s [4-8] .

T AR AR A TN 48 8 I LR 5 2] 55 U7 iR R B R AR R R S R AR B E R T . A E
— AN ERFEIR Y (bug report, IR BR), 151% BR PR, MFRH AR AEREIRSE (security bug report,
f&i#% SBR); W BR 5%&TxR, MIANLZAIELZEGHRMEIRTE (non-security bug report, f&FK NSBR). MK
=21 BR iR SBR iX — ) AT ARG T AL AN = 2K, T iZ AR, FRARTFRE T —RIAPFR
TAE. BN, Gegick 55 N[81H M AYZYE 5 7 KRB EAL &, KA DU 7 (Naive Bayes), k 548 (k-nearest
neighbor) F54r KB BXTk B BRI SEBr TAEE I SFER 5 AT T Peter 58 A [SEH X 22 A R B 0 o ¢
AT R, 45T —Fh 5 B g i JEAE 22 FARSEC, ZHMEZEA DU T #EfE NSBR w5 22 4= e 1] #1481
JERLE IAEA CEPBRFER & ). FEBEEEA B, Shu 8 A[6]3F — 3 R SMOTE #EA7 FEAN Y5 ) SAL B, JFR
#2477 SMOTUNED #AT S50 1k . X LEHF 5T TR A R E S CA B AR ML G 1%, @
HHREY BRs W5 22 4 AH OG (1 G da = R SRS AR AE, SR U5 AT I 45 0 SRR 5 5 K R AR IC R A AT TN o X
LERFFE R SBR IR BLE T Hefitto (HJ2, CA T JiH B 7 TR T 14 R I A2 AR ORI $ T 25 8] o il
Peter 25 N [S1FT48 SRS 45 b, 7R S0 BR A ML EF 45 G-measure B 157 53.8%~71.9% K 1E
BN, HEERIUN 47.6%~66.7%, TMiFRFEHFIL 3.0% ~ 41.8%.

FEGHLARF 2 /3 R EN AR LRRBORBUR, T RN S ARG 1, BRRE R 22 4 A Ok
FEFR IR HE, DT e SO 2 PO 14 R e ASR T o 2T 1 28 I 24 )R B2 2 S R FE VF 2 AE 55 h A IE AR T 16 4t
PINLER = S ik, CIETFENALGE, BRE S A, 5 & R 58038 P I K & AT 55 IS BOR R 92 it e
[9,49,50,53,55]. #ARATATAL, 030 VOB IR FE 2% 21 5] N2 SBR Tl W] &, 2T BR M SCAHIIR G B REAT



AIh F AT RAF ) M2 2 TGME TN 77 5 K0 3

SBR T, JFFE 5 A F XTI B2 I 4E SBRO Tl 1) 38 R BEAT SEUE B 5 o I8 4 M SO 4 AT TextCNN
(Convolutional Neural Networks for Sentence Classification)[12]#1 TextRNN ( Recurrent Neural Network for Text
Classification) [13]#J% SBR Tl AY, KA 1ML (Attention Mechanism) [52] %f TextRNN 45 &Yt
ITRAL . IR, BIR B 2 S RERYXS SBR TR 1) 1 A LA K AN [ (14 SRA: SR s of T 225 SR 1) S i kAT T SEUE B ¢
AR EE T TextCNN. TextRNN B i 5 7 LI R4 2 R 2 2 ST B T 1 4 AN/ 3 (AN
FEEEALE 1000 26 BRs) Fl— N RMUBEHEEE (B 41298 % BRs), 540 RELAT LR, 45 %W
WG HIFE T TextCNN 1 Attention+TextRNN FJUR B2 27 2] LAY X) SBR Fillll 48 /1 7E 80% TG4 F, JHAERE
LR FN T VUM AL SN A 2% ST RFN 3 DU dly, AR, ks,  BEBLARAR, TEBEFEAR Fl-score “Fiyn]
$ETt 0.258, AT LT 0.535,
WX EETERAT ST
(D FWERATATAL, WS IR T TR E % )16 SBR Tl k. #R4E SBR UAKHE, HTF&MCA
432875 1 TextCNN. B J& TextRNN 557 73 JJ WL AR 45 4 #4 @ SBR T4
(2) HFSEFRIFIRIE 30UF T8 AT VEIIE Mt . STIERF S350 87T 73R H Ambari. Camel. Derby-
Wicket Fll OpenStack 1% 5 N H R it 45298 /4~ BRso e 4 SRR IR SCHTHE 7 I 1t RE 22 3R TR G L
BRI
(3) WICIRAATHT T A 0 R A FNRHR N 7 VE RS R R 2, AT A an T 45 2018 T 18 ST i
TERE TR
WX RRNFWHRGE M ZHA T 58 1 WA BLZ BTN NP7 S SR T, 82 WA SH
VREE 5 SRR R g BRI AR AN AT . 28 3 WA IR SO SSIERE A, AT R R R PRI AR
FHRAR LR RS B o 5 4 T SEUEAT T4 R AT VR A T AR A . RS RS, IR R B
TAE#ITRE.

1 #xIE

Bl A R R AR H 25 R, SBR TN A 52 B8Rk 2 1) 5674 [4-8]0 FRART0 H — M A5 FH R B IR
Z4% (W JIRA. LaunchPad. Bugzilla 58) XF Il H JF K FEEAT o™= A SR B BEAT I SRR B . E R IR R 1K
KiE BRs W', HL BRs T #iAR1c A SBR (b5 CVE HdEAHCHIBRER D, X Se i FE 4R 06 T 1R A0HT )
SBR B HEH EENSHMAE « A I TR FL W] 45 IR B 2 =) 64T SBR SCAKFIEFZ YR, AT BE v 2050 B2 o
) 5ERR SBR T o A 17 45 A 22 4 fif A 4R 5 T R0 28 IR 5 2 2 IR SO AR 43 X WA 1 x © TAE AT 00T -
1.1 RAEGFERS TN

SBR Tl 2 f 5 2R 45 22 AR B I OB T 8, R A AT R R A0 — AN AT A R [4-8]. BRI
T Fy DR G DR 5 22 (18 DK B A B R R I B R 1) 22 A R BRI R AT BA T DA BE Sy B 4 B R VR
545 22 4 o] BUS FA3 DA ok, NI 2808k e 5 BATT Re & O BOR /G 3 o I Be Ak, W7 N D EE i o) LR Y
TEMERT L.

Gegick %5 N [8]8 56§ th o SC A ¥2 i /9 77 VA B AT T SBR iR 15 2 70 Hr, @i S 4R K SBR
term-by-document AF FEHFEX] SAS SCARIZHRAR AT NG, REX RFFEAR (HPRAmCE GRS AT B .
FExt ok B BARNSE bR Tk B IS B SRR S B AL AT T SEBRIGIE . BEJS . Wijayasekara 48 A [4]%) Linux
W% MY SQL X N1t B 78 2006~2011 45 JA (7] 2 5 (1) 2 23T 17747, f8 4 Linux 1 32%M SBRs il
MySQL "t 62%[¥] SBRs #J& T B8l SBRs, £ Gk M e b R Re g SR A, T HX — B P 85 T ORI
FEAVE BT AR 41 T 2T S0 KRR SBRs R ik .

IE Peter S8 N\[S]3EH 7 — P& 204 L € )75 FARSEC, H4cf#iHl TF-IDF (Term Frequence-Inverse
Document Frequence) A SBR $#HUZZ 4 HC 81T, SR )5 1T 5 NSBR IR %2 4 08 1A R < [l AL BE 190, 18
AR HEF, 4 NSBR A5 72 42 5 F 1A 2 A AL BE 8 v IR ARG B o 12732 — U7 THD P RARS Bt ] RE AT 10 B 1R 11
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FEA, 53—J7 T AT LAX NSBR #EAT K FFEALIE, TR 208/ IE FURE AR 8] ) % Z2 0 . FARSEC 7E 4 A~/
FEHHE4E (Ambari. Camel. Derby fl Wicket) Fl—ANKHBEHESE (Chromium) EHEAT T SCRIGIE, 455%
# W] FARSEC W] LA/E— € F2 [ B4 SBR Tl fe. /5, Shu %8 A[6]illid SMOTUNED[54]# S 4k 75 1%
X AT OOEE, 5 3 B S B A FIE A TRAL B U7V S AR XT SBR TN 4 8 F S M R AT SEAS X b, 4
RRPHIETRA B 77 (RN A HE 73 SMOTE) IS 34 AL B H 43 S8 590 5 B e Ak 3ol 750 45 SR 1
M EE K, B BRI 4R SBR TN AT A 4

5 H SBR WA AL TAEART, 0 SCE RMNIREE 2 I NTF, HT I R TE S A B 14 M SC AR oy Hpi R
TextCNN 1 TextRNN # £ SBR FilJll #5752 .

1.2 ETFREZEINLAS L

NASEKBETHRES RE -3, MERESIEARESAEP K ERBAAKRE, 5T
BRI ST SR 7 R ER WIS T R F R [14]. H TR 2] SCA AL B AL 4% TextCNNL TextRNN,
FastText. TextRCNN. HAN & BT URBEE2E ST SOR Sy 28 mh, — /N5 T B0 n) Ak 2 1 20 I P 4% o
LT, RN CAAEZFIET, WRHENG -GS NG AWML, ik BARE N E 5 9F K
T IERE M. Yang AR E T — 3T E & 4% HAN (Hierarchical Attention Networks for
Document Classification), 7] LA ZUfE R FIf in #4848 B B0/ B0 TE SORE AR B Z BRIV, AR 4L
B G PR 2 RN B A B % IR RN BEE L E £ R T R2E B RETMANB U GUR, RIEN
25 RO AR T X B ) [ 21,22] 0 i T WX 6% 38 ik A T B R R B S BUOR B M B R AE, IFHIREE (D
KFiR, MGG EMESFIAGRE TELZMER,

AR N SR TR P 2 S TR SCAR R B i — A% 0, R PR iR N S50 AT DUAR U 1) S A B A B R &R
T 3% 6 56 28 SUAR MEA A% Ge (0 SCAR 73 RN 4 2% ST B, Pl DU R S 1R 3] N S50 T LA 68 20 1P o S DR FE 7t
TEH 8 ] ) 4R FE R, KIS CAE IR T &5 X, Fitsh = #ig K. Yin % A[23]138H T PIP

(Pairwise Inner Product) 451 2% R4 1A 1] 8 N B 1 448 FE FRARL Y, I3 sead b 47 79000 » BB DA AN Sk
/& Mikolov %8 A [24]32 Hi ] word2vec, MATTHEH BN BRI AL 2R84 8 (Continuous Bag of Words, &
B CBOW) FIIE4: skip-gram HEEURIIZRmI M E . SIREE KR X T2 T 7R X (Latent Semantic
Analysis, T#% LSA) BATEGFRED: TAHXN T EIKF 7 & /7B (Latent Dirichlet allocation, fii#k LDA)
[25]53%, word2vec J7VE AT LLRIR B> TAF & . (HZE /G A P, BN SR word2vee fKH T K&
HISCARE S, TER/NIEHESE L — R RIWALE. Bk Bojanowski &5 A$EH T 3T word2vec J5 ik 154
n-grams[26], W& AT R IR FAR n-gramo BEASTFRFRT— AN [ B A O, T BRL 3R] U S 3 A 0K 8 ] () A
T VE IR s X T U 40 2Rt I 00 B3 B R B B R o o ABATTEE 9 FOR [RINE 5 A& 45 B,
EM T XA T7RIE B T I iR A i MERE o Pennington S A [27]U 4R H T Glove 7732, A5G T Al i) 2 8] &
PG, o AR R 9 T AN 1A G S [ R I A ey, T AN AR A DG bk v o RIWTERAR] o AT
] b W CHR KT a FliAl ¢, MINE Py, > Py Hip PAREKR—EBEE N C& ) AN L B H B R .
R B (8] — AN LE A (7] B8 ) oo 35 AN 8] R 3 SCCRI 22 SR, BRI Peters 55 A 42t T ELMo(Embeddings
from Language Models) [28], %A T HlZk— /N A FE SR, BRHEESHEAKS — 2 HE B84 i
) 3] [

ELMo FIsLh, ik N R EIRBIRK LRI 7L S BRI SCAR R T SRR E A . B S AN R
A EEML, —ANE BERT[17], B4— =2 GPT[29]. GPT f#i F} Transformer[301X & 1£ 45K LSTM W
#, JFHAEA T AR E ISR BE MRS G M7, 2 LS (B CARS RS B3 T A
= /KT o I Bz e SO g i FAE B T TN ZR% 73 RAT 55 F 5 53 I3 T - GPT-2 4/ — Nl A 10145 5 8L [29],
TE L 800 AWM T EYIZRIM A, TER A5 LB EI T EHBEEIKTE, AR MESHIRADEER T A
KK, v WAE R & SCAR BT A2 R R IEH . Google #& ) BERT J& — /™4 T 1A i R A 1Y,
FEFE AR T transformer, F H A = F SO A FHN 311K B2 — N5 S (masked language model, 4]

=



A F AT RAF )L 2 ETGME TN 77 5 KB 5

FEMLMD, FLRIHT 1 11 BUNLP [ R IE s BhAh, Bl 2800 AN B i e 52 i 7y SR HE R 2 1 R 3R 2 —[32,33].
Huang %5 A28 JLIR B 2% 31 43 BRI FE AR S a5 B iR 4 LRI IEAT 7 SEIR 36 IE, % WAl 3 SE M VR 2 X 4% ok 4
FRERE R AR, BT LA S5 B RE IR AL . Song %5 A [3414 H 25 F 58 2 B XU Im] SRA¥ T v R 3R AT 4L
P58 A K 17 ) R AL 3L

WICHE B IR E S 2] 5]\ SBR Tl )&, #R#E SBR UAHIA(E B2 F MR, L EFHEM B IRHE . SBR
TR £ P IEFEAR (SBR) B/ SBUEE™ EAM (BIUNFE Peter S N[STHEAEM 5 MRS+, HIER
AT 7 HL N 0.5% ~ 9.0%) 510 &, KA word2vec [ skip-gram B2 (B SO 8 RN E R 3) SRUITZRIA
M, EIdRESEEZEmMED (bias) EBMZAEET; FR, S4&6LhruE&RETaKEE, Wik
HAF A SBR SUASRHIE B 7> AL

2 ETREFINRERBIREMVG E

2.1 FFEMEERIESRE

B TR BES 211 SBR T AR an ] 1 oo, FEILE & AN B B

(1D BrE 14T BR SUBRERMREES R4, BRGS0 2.2 4.

(2) BB 2 BT SCAR AL o %P Bk SCAR B0 TA 3 A 2 7 51 R FE 2 IR B 0] L) 5 {8 (R AR 35 5 41
SRS B B 1 KR Rl AL /), HLRAN L 2.3 75

(3) BB 3 MHATIRE S I B . BT — I8 T W RIE A SCARTZI IR S S B, Ay i
TextCNN Fll TextRNN [46]. X FHAMET 73 HIATA B £ 1 1 CNN BB RNN B8, 3% X AN LA R
REA AT DL AR FRATSLIERF FE RIS R B AR M. HARGNT WL 2.4 75,

(4) BB 4 S CE B IRE S IR, A AFRIC BB FETR 45 T - SBR.

i
\L R

TR

SERERS |
" N LaunchPad :

«W l% L ey
Buczilla : @H{’éj’&%
N - ||

Fig.1 Framework of deep learning-based security bug report prediction

BT TR 5 2T I 2 A B 4 75 0N 5 VA HEZE

2.2 BRI BRPEIREAIWE

T H R FNIE e FE A = A B BB, AR e ISR ER BR R4t (40 JIRA. Bugzilla. LaunchPad
) HATEH ., BRs NEZAYEFEXT T R BLH i) @3 1Ti05%, # 1_& LaunchPad &4t OpenStack Ji H #)—4
BR =, ZalfER T BR FRETEIE S . £ BR HEZANFEF, BEHIAEE (Bug Description) &

_7F LaunchPad #', OpenStack 3 H ff Fi| Tag AR IRFFER BR 2554, Ul security. performance %5, [FE} T Description {7 55
K, ARBIRERTEH—H2 XFEREE
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P ERBE B R R IR, — A FEER AR A4 MBI S . AL RECARBRE S . W e SBR Tl
WEFL[5,6]—FF, AE 3l BR iR (5 5347 SBR il . BEARITIHSRIGIREE RS T K&EM BRs,
DI E B 55 R . (B2, RSB E A R EMAAE R ZRRK, BFILEWE S ET RS,
PAVHR BN — BT =B (L&A shIARIR(E 2D BT ). Chaparro 58 A [36]7F & H —Flud &
FREAEEBREIRE LA, Z T HEIA NGRS #E S S+, OB (observed behavior). S2R (steps to
reproduce) Fll EB (expected behavior) EHLREHR AR KIEANE, WRK=FHDAER—, WA N ZGR
Mk RS B e 3, Rt el LUE N [ 4R35 = A B A ARAT 7 20 B shsk T AW AL g . A8 S0 Re f s
£, —WORETEHENT ZHHNZ 2RSS B S 5 —M0 ZEEFTT TIERSIEEA i —3
56 ¥ 19 2/ OpenStack %Ak M TN A A . B XHURE RS R, FATFFEKAH T Chaparro 8 A\ [36]
[ 7 V250 i IR A B A S8 B R B IR A AT T LR

Table 1 A bug report example from OpenStack project

# 1 >KH OpenStack Wi H 1 — /M ELEE R 25 7 51

e W&
Key 1218977

Title DOS by passing an ephemeral or swap of arbitrary size
Status

Fix Released

Importance

Critical
Tag Security
Description Due to a previous bug that was never caught and the fact that we can now pass ephemeral and block

devices through the API, it is possible to ask nova to create an arbitrarily large ephemeral block device -
which nova will happily do (and by default make it raw).

The bug was introduced in commit Oef7e15¢225efcce3e02098cb1d57f9f40181182 as before that commit
the ephemeral device size will be defaulted to whatever was in the instance_type - due to a bug this
defaulting was not done anymore (see compute.api.API._update_block device_mapping).

Steps to reproduce: ndipanov@localhost devstack]$ nova flavor-show 1

2.3 MARTAIE

Y SCAE AT A B IS AR U3 AT T R DA S5 BR

(D B RS BR1T FH A] o 45 0BT 2 8 %o 1) 43 BT 3804 S8 B B (¥ — 28448, 40°this’ ‘that’, ‘we’. ‘then’.
‘% BREE — T T DL, S — T A DU B, BRI R T A A A I A . R R
NLTK[ 19742 it 04738 F 45 Pl 1A 4 o {H & NLTK 5@ 4 19 SR\ A5 1A 0 1 5 Fi i 25 Il A0 00 o i A e 3, JRATIE
AT, TEBCEEA B3 — 25 68 SC T8 I S a6 4T 7 47t .

(2) BIR2 TR FIHF (Sentences padding). ¥R E 5% SRR HEAT SCAR SR AL BRI M, 75 BEPAT
FITFHEARE (WG —A)TKE . —BRCARRHEXARKATHKE, B2, BT BRUFHRBREEKEER
B, R AR R KA AT TR, — 5 T2 KR B 38 I (1 2 (R) 4 AN R) R, 50— T 42 5]
ANKEMEEE. KL, AR SCFRBNACR, EF-FHKERN LS SEARKATFKE, HiHEAN:

L = ceil(Lgyg X 1.5) 1)
Horb, Lo, JARA TR, ceil AR IR . KR TAZIH 4 R 5 7 2 7 80, 58 L AN
DU il . KEAEHATFSHIFNRLRXFS (o), FHKEERH L.

(3) BB 3 REIIIL-RIIBS R, WELE—NMEETE BT RN — MRS ES, SR
DL A AR R I — AN LR H EME— RIS L, FE ELBTE A H I 1R #R 2 R0 28 A R R 5 5 1

(4) IR 4 2 @A #R N\ (Word Embedding) 5[ . 1al#k AFEFE & —ANS x d K/ANPHRE, Hd S 2idR
FTCEANE, d RN BN .. FRENE—MTREHRR T —E, BRI R
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FR AR — N A XS B . Word2vector $2 43t skip-grams Al CBOW 4 F il i N 4E FEMYEE 7325, A b, BAME
F skip-grams J7i%, FEARYE 22 4B SCARRRIE B 8 & 0 OR/NA 3, 58 BRI RN B IR R 2 o

KRR, IATEHRE P 18— LR MR E BEEC T KEN L MR E. i MEERIR R T —ANT =
LX NWHRE, H L 2R T KE, NEFERE. FAMEEMRT — N KER NSNS Lae WAATE—A
HARERF, WA La = f(T),
24 REFIRA

WL LR T W RR T S SR TextCNN H1 TextRNN, 358 FH v & S0 R 47 004k o
2.4.1 TextCNN

TextCNN & — A& H BRI M 4% (CNND T4 R TS0 4 K ep 4 4%, Has K 2 B
7N o

ER

LR
i35

AR RER LR

BUR R HAN AL
Fig. 2 Network Structure of TextCNN
B2 TextCNN 445 H

WA e 30 ) B LR R RIS U SR, SRR T — TR DR 2%, SR IR N B
SR, ARG KRGS R MR R CX BRATA R ReLU) AHJSHAFNLE, WibZ 4 kT
BRI . SRS A AL JZ B 45 8IS dropout JEBEAHLIG RIS CORERT UA— @A BEE Gt 4D i e B
JEERE, BURRBIHL R,

CNN 153 1] i B2 2% BE 4 F o 6 S N B0 AR 5 i K /N TE 36, 8 B SRR 1 2 MK BV J2 0
(IR E P/

Space ~ O(Z{L; Kf X C_q X C)) )

He, K ABFRIRS, C BB D RN R,

EFxt 2 A BRI R  AS SR, BAIR A T — ekt XM . e, RATRE T BB, Kb
BRI x d i = 1,23, Fhdv d RN G RO B B4 R b B 7 AR LU BT R R (i =
1,2,3) M. HLARNy = F(CL+ Co + C3), HA1, Cpb Gy €3 RARFIKAN BB M4 455
2.4.2 TextRNN

TextRNN & 7% i S I 28 1 5% — Bl 17 B 25 =T 46 B0, th 2 4 i ) PR S A b B O BE 25 ST R, B F
RNN F 5 A JEAR R 48 2 e B0 T AR AR O B (InSCA) e 45— R BIH, J4 iml BEAT M7 1L %R (GloVe
B Word2Vee) i S 2 W4 T B o ZETHS0 R — S B LN, 38 2025 AT — AN B U L . RNN
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ZHT VLR ONTERS, R e A H e mT B s X R A A TR AT R T . EEARTEER, RNN
PATLL T 5,
RNN(t;) = f(W X xXg, + UX RNN(t;_1)) 3)
Heh, W URBMSE, fRIELtE RS, RNN(t)R i 4 timestep %, 7 DL RFEMEH, ol
VLA S B E58, 0 softmax[37], B ARIGR T HaTHAT RIS I ol i il 4 3 Bt /3 timestep
B % ) E R B AR ERE, JER BRI R SR . AT A 2T BILSTM (Bi-Long Short-Term Memory)
) TextRNN MI%%, @ /ELMI RNN IO =] (RIFATT. fd I TABES D misiil, HewmE 3
Wi

e |

[ Concat ‘v Concat |« Concat |« l Concat |«

I \ —
47@ | T Y™ L st™ ISM  Je—\
'/v { "’ "/
g / /\

/
/
/

» LM = LSTM |

» BTM H——p 5TM = — >

A

Fig. 3 Structure of TextRNN
Kl 3 TextRNN [f) 4514 &

BT FH TS ST AT DAk E Bk s, &2 F 2l —A sigmoid MIMEZE M —ANE siAH
T AEL I K, sigmoid EMHHE— AN, MENEANITCHERIUAN 0,112 08, RRibxf N rE
RIEEARE (Fin: 0 R ARdrEs, | RRRraaERdEd).
BMANILRE T — B RTFZDHEEIMAZ cell IRAEH, H “input gate layer” [ sigmoid 2 B 5 ¥if L6 {5
BT, HAXN:
ip =0 (W;*[heq,x] + b;) (4)
B, oRBUSREL h AT ZRERE, x & Sain 25N, Wb & &R RN ARE
WD e R&mBE. WHRESR—ATEERRSE. BT —1 sigmoid 2R E 41 AR A (k4
ot A)E, CHROREET tanh AT, BB —A-LIZEPME, FEHEM sigmoid 1% H
AETE,  f ZANAN 23 i HH e o BB I 4
he =0 (Wylhe-1,x¢] + bo) * tanh(Cy) (5)
Hor, o RWIERE, he_ AT — W ZIBRERE, x 2 MR 2N, W b, Z& %R R R
BEIT: LSTM F—Pdve NI B E0E SN, BidBEITREI . 128 h_y Fx,, i
— M0, 112 18] FIEUE 4 A AR
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fe = 0(Wp - [he—1, %] + by) (6)

b, Wb REMERRKIRE, oRBIERE, he_ B0 — N ZIFRZ2IRES, x e A H0IN 2% . LSTM
HE2ANBFBT], AEAERER G, B 3 el UER], AT A [ &R B XA ) LSTM H, 28
JE¥s s RkATIER:, WEEd2ERE (Full Connection, [FR FC) 18243245 R . FATMH B R LSTM 1
JR DR XL IA) LSTM. A LA RUCZ% fift Bk AT: i ) 50 1) ol 35 SR 5 e K i i) f o
243 JEREAHLH

V&S0t — B BE R IHLH] (Attention Mechanism) X TextRNN AU SEATAE/L . SBR AU 1) 32 B4R 4t
BR H [ HfiiR 5 5 (Description), KA BRIET MRHN, HZEMHICAREB MG, 4 SBR UM #E
PEAT R — 8 WA VER IV T X NS AT 7, (I 25 3 AR v 2 S N B8 IO A OG0 48, RS TG 60
57[52,53]. H & JIHLHI B 5 B Bahdanau %5 N[S2]#2 H N H THLEEBIRAL S . HERMERZET
encode-decode #E\, HHEE L RNN BRI &2, HoatH oz A (1) k.

p(YL Iyll""Yi—l ,X) =g(yi—1JSi'ci) (7)
Ff, s o8 RNN TEi W ZIMBREOIRES, HAt&E7%m AR (8) Fk:
si = f(si—1,Yie1,6) (8)
g N ETXmE, HirHEFEmANX (9 Fik:
¢ = Z,T-’;1 a;ij h; 9

wy SR VERRR, HOBE, HEREIAR (10);
%y = Eéx‘;:;iézik) (10)
Hhe; = a(si—q, hy) ZITEBIRN TR, HTICRMLE j RAFAE | KL KILREEE. FRmE,
VE R AR IS 3 o BN 22 B A SRR T Y5y B R B R Tk, RIS R, BEEEJIE
FEAS BVRIE 5 A H AR 15 5 IR0 S5 BE o

3 SRR

RTZRFEBRAMME R, AR T W NN FE S (Research Question, {##% RQ) K¥a FIATHI LIS
Wil

RQI1: WS Tk O B HET7 A0 L2 75 mT DL 22 4 S [ 4 25 o0l 1 12k e 2

RQ2: &0 22 A B 4 5 T 1) A, AN [R] P T A7 A L A8 0 IR P8 25 ST 28 P B 1 2 i o ] 2

RQ3: N[ B B 2 I BB ik AR L& B AH AL ?

RQ4: T HR N 77 R0 B TR B 2 =0 1Y) 22 A R I Tl 777 2% 1 i e s e R e 2

B Ji5 121 X SR 5 P AT R R AR A . PERE VT R AR HEAT A R, BG4 SR ER IR E RO S B B Ak
WIE o
3.1 ISR

WICAESHIER SR T PR B R 4R . 5 — 8032 Ohria 56 A [38]32 4L 4 N/MUBLEIESE, 75k H
PUAASTF] T H : Ambari[39]. Camel[40], derby[41]1H1 Wicket[42]. iX 4 ANT5 H #5K T Apache, F#1f f] JIRA
TE NG IRER R4 . Ambari 45 Apache Hadoop[43]4E#FH& AL E MRS A v AL A 8210 . Camel fAifL T 5F
TE IR 5 1B A A B 57 . Derby J& — AN 5EAH Java m S R R K EE . Wicket & —MET
Java [ web FFRAEHE, X 4 MIUHARERIILRMERH RS, Ohria % A[38]M 4 NIUH 1 &&E4#E T 1000 A
F IR B SRR, IR N AR B FIR A 0 J7 ST 7R3, Frid 8 3% 6 28: surprise, dormant, blocking,
security, performance Al breakage. Peter %5 A [S]7EULIEA FARYE security FRESIREL T 4 AN H T 22 A B T
WHEESE, HEHEAI. B, RRCEBMAH TR F 1 4 AN USRS .
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AR SR B 53 A — A 2 R AT LB T OpenStack T H B i 25 44 G (1 — AN KRR 4, 08
41298 Z 43K H OpenStack Tl H HIEFak 15 . Openstack & —~H NASA Fl Rackspace & 1E KL T H = & H#
FE[44], BEZAHTHEZ T AMAME M (4 Nova. Neutron. Swift. Cinder %5). FAEZ AT I 7T
TAEH[35]%F OpenStack 1] 41298 NERFAH A MNA FIYE AT TIRA T, BIEEERE AR G, Rk
., ReSCREEA TIEER L, #—P 454 OpenStack ) CVE $¥a T 7 &M A bnid, Mtz 7
T 22 4 B PG R 2 U0 A OpenStack ## 42 . OpenStack HIHLEH 5 4 LaunchPad[45iF TR EZ B, &4
SR T 14w AR S . 7EZ BT MIAT L TAE[3S]H, FRATVHE T 40 f i B 3 5 0k 2% 15«

®  Importance B FE Critical. High A1 Medium.

®  Status B & Fix Committed I Fix Released.

®  Report data FE R E R T 2018 4F 5 H 1 H.

PATTR X L ik 26 A, — 7 AT A X L&A I BUR AR LR U E R IR RN R s s i —0
X Le G b 4 5 A0 DB R e i F B &k 7ol 72, KW EEE S . RIEX =A%M, aIiR 3
48255 kR FE R, TEMLEAE L, BATRA Chaparro 28 A [36142 A I T H ot 1A i B BRI B G IR 2 04T T
WL pE, RAAS ] 41298 KA AR S o SRR IR b, AR S DL P 200 )k 47 22 4 A o i
PR 5 BRI -

(1) ¥ 1: BR 5 CVE 234K [3]. CVE & brAUsim i iRER 5 k2041, OpenStack #%i H FIfE
CVE RGHAH 180 idat. N TET TR EA I, X FHRRS, CVE detail[3]Fuh 22K & AN e i
BTk N P S AR B P AR S AT R Bk, (R, 24 OpenStack fE LaunchPad A7 IELFE R 5 5 CVE $dE o< Bt, )38
A i S

(2RI 2 5 Ff # #5 7E LaunchPad R4 A S F71C T security [ label. 7E LaunchPad 4t ', OpenStack
1] SBR I ‘label” FEIWE N ‘security SKIFATFRICHT, FH L, 30K 1% 7> BRs E N SBR ) —#54) .

5 IR PSR AR R — 2k, AT IX AN BRBE R  R  AH G PR o 2%, RIRSCSTUERT AT
KRR G E B 2 o, REAREBIREN LI, 222 I I B A 2 BOR 72 4 T8 R I sk R R
HH

Table 2  Statistics of security bug report prediction datasets

® 2 RAESEIRE BIEE RN S THE B

HEELK R ARG IR B RETRIBRIER & B
Ambari 29 971

Camel 32 968

Derby 88 912

Wicket 10 990

Openstack 239 41059

3.2 JENERR
75 AR EE R TR — A BR, HATREMSE A 4 B TP (True Positive)+ TN (True Negative). FP (False
Positive). FN (False Negative), KWL Tll&s RALFRE RPK R, WTHIBHEHEM RRR, BEikw® 3 B

N o

Table 3 The confusion matrix of security bug report prediction
R3O e AR TR i) R R I
QIESR S SBR NSBR
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SBR TP FN
NSBR FP TN

FHT FRIRERRE, AT IR 8 SOl PR e br .
WA (Accuracy): B TR A ERR, HiFE AN

TP+TN

accuarcy = —————— (11)
TP+TN+FP+FN

B R AE S AN 49485 (10 1) R PP A P accuracy T BETCI% 2 WL WAR R PR o A 2 AR A DK 0 175 0 T T
R D BR RN 2R, HREBIODHEE Sl A, B DB AR AR &, TR (B8 R A 52 B A 55 b AR M X
D SR A A T

HAF (recalD: Ty SBR FIFEALE 5 5CPr SBR FEASEK R, HitH AKX T

TP

recall = (12)
TP+FN
HHEF (precision): M IEHH AT SBR £ &5 Pl v SBR FFRAI LA, HitH AT
precision = TPT:’FP (13)

Fl-score: 21 4= 212 #E F AT LA — XA R B9 FE A%, 25 4 3 i 1t B 28 58 i 1) T4 — MR 2 OE
FEAS, T 2 i 28 v W) 158 B A 2 76 7l /9 SBR B BEAN#E . Fl-score MIZE & HEE AR MEMEZR, HItHEAR
A

2+precisionxrecall

F1 — score = —
precision+recall

(14)

33 FIrHAEE

W S FH Wilcoxon rank-sum £ 56 [47]5K 7 M7 IR B 5% 2] 77 75 5 VU R Gt 43 2 4% 2 () 75 SBR 7L b A 2 15
BA G iH % 5 . Wilcoxon rank-sum J& — AN ESRBATI %, F SRR AN 53R 42 = 5k 8 T4 R 430 A1 11
ke ST FARLE AN IR A, ARV W R 5 IR AR B 2R . W Wilcoxon rank-sum K56 15
FIf p-value /NTFRFBMAE, WIBLEMB . WERUL, BIR 7L 8 2 J e B gl k.
WOEA 0.05 1R ZE KT, 4 p-value <0.05 B, IAAPAHEIRE B A Gl BFM[49]. W EIRES
H LSS5I iEVEBETEAR Fl-score {H [ Cliff’s delta SKF &8 3 2 M2 R M. Cliff’s delta iF AR F

d=W/mm-1 (15)

Horr, W Wilcoxon rank-sum 3G iHEH, m Ml n D HANWHS S HEREEN KD, W=R-
n(n+1)/2, HH R N Cliff’s delta {EHITER . Cliff’s delta FI A A EE T WNER 4 Fis, BILHH
4G5

Table 4 The level and range of Cliff’s delta[47]
R 4 Cliff’s delta [¥)Z8 515 HUEE B X K R [47]

T Cliff’s delta [ EU{E T

Negligible |d] < 0.147
Small 0.147 <|d| <0.33
Medium 0.33 <|d| <0.474
Large 0.474 <|d|

3.4 EERE
T WUE IR BT 2 S T 2 A BB AR TR B B R P, IR A S B IR FE S TR S Peter 4%
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N[S1IE¥AKR R T TSE B /5% FARSEC HEATATEL o Z 5 AT SCARIZIM B AR 515500 BREIEM 4 Gl AT 24
BBER A IR, FEE H —MHEZE FARSEC A TS BRI vE . Z 55 Je(EFRHEIR BT E tf-idf I\ 22 4k
Rl T TR R S e A G OB, 25, I TR R T b 2 A SS R IR < [R] (R AH AL FE AR 4 SR Nt R B R T
HATHER , BUHHE2 Som IR FE IR v S 80, W ANER SR b bR . FESEER SRR, FLRTIk E (0 ¢ B r]
e E N 100 4, B{E 0.75 AT i JE M S A R R 2 S iR R 5 15 4 A ATT9P A% T FARSEC X 5 A4 4£ (R
Ambari. Camel. Derby. Wicket 1 Chromium) FIH BV %7 38 H B0 B EE ARG bR T,
BIREIE, ki, BELARMA:
(1) #hz U7 (Naive Bayes, fAiFR NBD: Ab 3 DU 372 2T DU v ) g R 30 A A o HAR e &5 AR AIE
Z AR E AR ST, FrLARAR A, RN . (HEARER R ARSI, Bk
—HB AL
(2) ##EIH (Logistics regression, {#FK LR): 45 A7 26 P B AR Y (1) bt [ 220 s s 4 (3E4k
TR B, — AR TR sigmod), {EAE[EIARISE AT T 02 4E R
(3) k-4l (k-Nearest Neighbor, AR KNNDo k-iT4BEVESE T — AR ARE: WR—DFEARM £
AL FE AR B R 2 808 T3 — 2800, WX/ FEA W R TR — 2800,
(4) BEFLARM (Random Forest, f#% RF): BENLARMRZ Z R FMAF I . FpERR 5 S0 &R B BE AL I
FEARFNBENLVRFE N GRT e BT RSN TN E, FTUAESENE, I HX AR A
) 4k B 2 R LT
3.5 LWRIEMBEASHRKRE
BRGNSy . LU EZW R, F—HREHIRN UL RGO R, SR EE ISR 545 )7
JEXE SBR TN pIPEREHEAT X LG o B, 7R 5 AN EHEAE LA AT W SO R 2 PRIR B ST B AURN 4 Rk E Ty
5, I TR0 0T b IR IE VR B 2 SRR G SBR TN (A R o B 2H STEG A B IE A [RIRE A A9 o R B 2 5] A A
BIREME, I I SREE 21T R AR, R SBR &5 NSBR & AW LA 550 T WA BE 5 > Tl
PEREMIRCNT . B4, BRI R AR IR IR SRR A BEAT 20 SRR I T i BE R0 3 #iar: IIZRER, B
TEARFAMRAE, 4 Ae L AIARSE ol 10 B BB A U0 31T BB, IIZRERFE RS, SRR R A B R M AR A
LB 6:2:20 FATMEH Ngp, K7 SBR I H 5 Nygpr %75 NSBR #H , XF T 4 NN E S Ambari
Camel. Derby F Wicket, FAEF “RRFE” J7i2, MR UL 8 IE S7ORE 4% LU0 52 5L b Lk 38 A 1 40 ) SRORE 4
4 NINEAREENGREARP R HEBIRE N:  Nypr : Nepr =x » x = 1,510, KT KL IEELE OpenStack,
RN H R AR AR Z IR (2 1 2000, HRIBCRFHEITESTAE, REMFEARE S ES, MM
RATREE R FRIRHESCAE R, IEm g R, Fitk, £%F OpenStack MIFEA /AT 0 &, @
SCRF CREREE” J5iERAT AR, JE I BEMLE ) RS IS SRR R I 2R E i 2 IR AR ) A H A
BRSHRRE, &0 T EDLES % I HESE PyTorch[SOTE TS 2. X F 4 AN/NIBAIE S, RoR
FEA B LD, 2B % RE, B —1Ht(batch) 30 MFEA, F HIZE 1000 IEAR (B Epoch), 1 K #E 4 OpenStack,
f—Hit (batch) 100 MFEAS, YLk 1000 RIEN. 285, B HNIZREM R AT IS, 8 IiE 1P,
RAWEEHN 0.01, BT SBR FUMEIEE S EFEA (SBR) HEED, L =R LM A& (A
CATIRFRR S AN EIRE T, IEFEARFT & LLBITE 0.58% ~ 9.00%2 [8]); BbAh, 4 AN/ EE 4 B T IEFE AR
R, FETEEEREN, Kk, BERSTHRRAIN SEEE MBI (bias) 4T T HB R EERZ
b 1. BEREAR Ny = wx + bias, Hw BBE, bias HIRE, 2EERZEN—FMEZESH. KA
W T Z 4 bias {8, KILY bias=0.2 B, HAGEPBIAE 4 NPT E DA RUFRIM, Bk, EARX
SEG, IRATH bias MEUEBE N 0.2,
A AL R . THH AR (TextCNN, Attention+TextRNN) 7E 5 ANAS[A] 1 B s 52 3 17 5256,
IMG—AIEA (Epoch) b A HINASEBEAT MG, KRG & EIRIAE
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4 RS

4.1 $XIRQIMER SR

RQl: RS HEE OF FHE 7240 LR 75 mT DL 22 4 S a4 35 0l 1 14 e 2

H A, B 70N VR 22 A S B4R 2 T 1) R &2 4R T 6 T B Fk g oy REE 5 SCRIZ A A 7,
AR HRATLL Peter 5 A[STI TAEME N EEAL T 1%, K5 AU SC4 H IR FE 5% IR RS I T 1 e 5 AR R
A R EE R R REREAT LLIR, 43 50l 3 BT B 2 23 J5 VEAE /N RS 04 R0 R RIS 000 15 O 1 X 22 A B 4R 45 T
MrrEreRI . RAVEMH Fl-score fE N EBEHIB 18R, RN 45 H Accuracy. Recall £ Precision f{E. A
TSI REAANIE. ZMW, WAV —HLRIET 10k, RIERTFIME. £ 52 5 DEREAHTE
1A] SR RE I A G593 S S50 R B 2 ) R A B 45 fie 1 Fl-score B AR (IS5 BT b 55 24 “ML g 2KE " £or 4
A baseline 7r o83 R IR UF M0 Fl-score, 2 =% “IRE2>]” HL TextCNN F Attention+TextRNN £ %23
LB Fl-score FIEURE, )5 —F4 H 7R FEZ IR AR 45 RARX T 4 MMESE 5> KIE RN Fl-score
M2 FHE .

Table 5 Comparision of the best F1-score for traditional classifier and deep learning based method

RS G REFRIEE S T LR 5L Fl-score X Lk

Gy REE WERTE
HIEE LK Fl-score $#F
Bk 4R F1-score VR LR F1-score
Ambari NB 0.125 Attention+TextRNN 0.615 0.490
Camel LR 0.108 TextCNN 0.643 0.535
Derby NB 0.360 Attention+TextRNN 0.464 0.104
Wicket KNN 0.048 TextCNN B, 0.000 -0.048
Attention+TextRNN
OpenStack NB 0.201 Attention+TextRNN 0.410 0.209

1E 5 MEEY, G 4 NMEURERIREZE IR MERE TS0 8. 18 Wicket I 4E I, RER
B 5 SR G oy HORVL 2 {HJR SRR AR Gy AL FUR IER IR T — /N IEFEA (TP=1, Fl-score=0.048),
DRl I 9 2 e 22 R TN .

AT AR E A A ER ST RENE, WATER 3 TS B A SR £ LRI &A% o AR
R ] EAE BIZAT 10 IR, B EREE BB B RN RS54 R0 BEEE S RBEATHL, &
Wilcoxon rank-sum & 46 FT 4 p-value Fl Cliff’s delta, #5345 R 3R 6 Fiw.

Table 6 Comparison results in terms of p-value and Cliff’s delta
F 6 FT p-value I Cliff’s delta Y LL 45 R

BIBE LR p-value Effect Size
Ambari <0.05 1.000(Large)
Camel <0.001 1.000(Large)
Derby <0.05 0.721(Small)
Wicket <0.05 - 0.745(Large)
OpenStack <0.05 1.000(Large)

BT 5 fEK 6, AT LR IR 3] SBR FI T GEAE 80%HI 37 e A TGt 0 R E L, Ng~AE /N
HUBEIR A, 102 RIUB AL IR 4E OpenStack, ¥R P 2% ST ) (1) TR0 14 6 47 28 S A T A5 8 o R 0V
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4.2 SIRQ2MILR S

RQ2: EF X 22 A= AR 5 T il /B, AN [ 1) T 47 RF 4 Bl A8 Ko 3% 55 2 >3 B 284 A A 11 5 il a4 2

TESCAGR 210 AR, AN [R) S B A 1Y) B A3 2 0 i e 24 WU 25 SR eI %6 [31] IRILAEIX A RQ 1, FRATTH
G3 W R PR B 2 SRR AT SBR TN o] A Hp, AN [ 1 A7 R A b A5 0l A5 28 f J0000 2 e T e = AR ) s e o FRATTR
4 AP EAN 1 AN AR HHE 52 R AN [R] SR FE SR, FE T A TextCNN Fl Attention+TextRNN il
DAL BB BT 1919 Fl-score {Ho X T 4 N/NFHUBEERSE Ambari. Camel. Derby Al Wicket, FRATRA R KFEH
15, BENLIRAD I GRbe A p i SR AR B i, A AR A LR B E LU B Npgpr ¢+ Nepr = x > x = 1,510, H
GiRR 7 R 10_FTR. N T WA FERE 22 ST R IEARR I, RATITEN T WA BB R 2 S 30 1 A2
(3£ 1000 KIEAROF1-score B 1EACHEAT BIASAAE O, 22 B 45 2 1000 %A BT B S AL Fl-score,
I, RAITERME S =54 T S S A 1 E AR RS

Table 7 Results on Ambari dataset
F 7 Ambari FiHEELEFE

Bk R H A5 BAEER iR AR EhER F1-score
ZFR (Nusbr: Nsbr) WwH (Accuracy) (Recall) (Presion)
1 50 0.873 0.640 0271 0.381
TextCNN 5 444 0.957 0.400 0.833 0.541
10 147 0.966 0.440 1.000 0.611
Attention 1 13 0.922 0.480 0.387 0.429
+ 5 52 0.959 0.440 0.786 0.564
TextRNN 10 6 0.966 0.440 1.000 0.611

Table 8 Results on Camel dataset
X8 Camel HxELS

Hik L=y NGR| BIFE4R B R BEE BER Fl1-score
B (Nusbr: Nsbr) ERKE (Accuracy) (Recall) (Presion)

933 0.866 0.529 0.084 0.145
TextCNN 5 794 0.976 0.412 0.438 0.424
10 185 0.981 0.529 0.563 0.545
Attention 1 937 0.870 0.471 0.078 0.134
+ 5 12 0.981 0.412 0.583 0.483
TextRNN 10 9 0.968 0.353 1.000 0.522

Table 9 Results on Derby dataset
R 9 Derby BIiELE

Hik B L B &R I HEHE BER EHER Fl-score
B (Nusbr: Nsbr) EREE (Accuracy) (Recall) (Presion)

271 0.884 0.432 0.390 0.410
TextCNN 5 31 0.927 0.405 0.682 0.508
10 10 0.909 0.351 0.520 0.419
Attention 1 18 0.886 0.432 0.400 0.416
+ 5 12 0.929 0.459 0.680 0.548
TextRNN 10 8 0.898 0.486 0.462 0.474

Nusor 32 5L K NSBR ##; N X5 5L M SBR I E .
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Table 10 Results on Wicket dataset
10 Wicket Hfl5EE 4L

=873 = A BIFER B =X BER TR Fl-score
SR (Nusbr: Nebr) BB (Accuracy) (Recall) (Presion)
1 449 0.078 1.000 0.011 0.022
TextCNN 5 958 0.781 0.625 0.029 0.055
10 47 0.988 0.125 0.333 0.182
Attention 1 0 0.023 1.000 0.010 0.020
+ 5 0 0.023 1.000 0.010 0.021
TextRNN 10 41 0.978 0.125 0.091 0.105

FE R HHESE OpenStack b, FATRA “RLRAE” TPiEEAT IEFUREAAN Y 7 ] REUAL B, AR 4005 LE 51
XPIEREA AT BENLE B . FATIEFER B LB 205000 14, 2 58 3 £, HHITERNE 11 s,
Table 11 Results on OpenStack dataset
#F 11 OpenStack $ #5445 R

Hik EfEHE BIFERBEE A2 BER THER Fl1-score
ZFK ERKRE (Accuracy) (Recall) (Presion)
S 1 A5 86 0.997 0.607 0.773 0.680
TextCNN S 2 1% 330 0.997 0.571 0.842 0.681
3% 23 0.997 0.571 0.800 0.667
Attention 1 12 0.996 0.321 0.818 0.462
+ S 2 36 0.994 0.250 0.467 0.326
TextRNN S 3 6 0.993 0.036 0.250 0.063

MF 7 B 10, BATATLLRIL, 7EDUA/NRUEEAREE R, Nogpr ¢ Ngpr HOBLER/N  CRIAS 25 75 B2 R D
PERETR bR Recall [HUE MK ; {H)Z, Precision Fabs I HUEHAME AR, FF AR Fl-score T8 br 19 HUHE t
B SRIGEHIEE CRIFMTRED PUTER (IR 5 M, “ROREE” it 4 AN IE 4
FItERE TR AE R AR, RAEEIELE Wicket I XF Fl-score A FTiEH . X T KM EIEEE OpenStack, fLb
RS (BE—17) BT LURBL, FURAM “dRAE” J7iknl DL 425 Fl-score fRARIUE, Sl
TERER! TextCNN H1, Fl-score 845 (1 KA T DL JE A6 248 & 1) 0.410 423 0.681 (il 2 i IEFEA
BT, BIEER T 66.10%; {H2, EIEFEARE M 3 FHEN T, Fl-score T MIIUE N 2 Nk 4L,
TE 4 NN SRS, “REFE” J7 0T TextCNN Al Attention+TextRNN 2 S22, Firfe 2 A
febr AR R L (B, HPE4E Ambari ', 7E Nasor: Neor = 10:1 BT, BA TextCNN Al
Attention+TextRNN Fif8 1] Fl-score {H#BN 0.611), TMi7E KA HELE OpenStack 1, XTUIFEARELT “iL
KR AP JE, AR TextCNN FIEE R R ILEL T Attention+TextRNN.,

4.3 $HRQIWLER DR
RQ3: & 75 AN [l R B 5% S A5 R f) i AR F AR AL 2

TRIE 5 1R 2 UOE AR OT AT BRI SR FERRUOEAR A, AR 224 A i HR PR /0N 440 5 0008 A AR AE R bR 25
i 3 8 S I R 50 backward TN R BENURS B, R R ARAL 50 Adam SE AR 2 8, A% 0wt AE TE B AR
A HUAS B AL B A R R A B YR AL 2 TR BT o 1 4 B 7 A2 4 AN NI SR S 77 AN R RE A 45 FE 1 L R 5 Fl-score
BEEAR S (Epoch) Fsfinmmir=Em78 k. M 4 2E 7 il LLE R, RRMFEARIEE T, TextCNN [
IEARHI AT, Fl-score HIAZ AL IR 2 4 B 5.3 5 T TextRNN, iX — 75 [ 32 25 T CNN K45, 5 — 75 1fi 710 Dropout
B, HFHEHEEERMBBEM (N 0 2] 999, 3£ 1000 ¥k), TextCNN Al Attention+TextRNN 13548 T —E I
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